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OVERVIEW

AESDirect Roles Defined

Each AESDirect Account includes three distinct types of Users, each with their own role to play
in filing and their own set of responsibilities.

This Administrative Guide was created to help the Account Administrator and the User M anager
understand fully their role in AESDirect. Users and those Account Administrators and User

M anagers who will file EEI should look to the AES Direct User Guide to understand that set of
responsibilities.

Account Administrator

The Account Administrator is responsible for the AESDirect account and should be a Customs
Compliance specialists and a company officer.

An Account Administrator's responsibilities include:

Interacting with AESDirect - If there are changes to be made to your AESDirect Account which
require interaction with AESDirect Technical Support, the Account Administrator must be the
initiating party. The Account Administrator must be the signatory on all documents requesting
any substantial change to an account.

Creating and M anaging User M anagers — The Account Administrator can create up totwo User
M anagers to help in the day-to-day management of traditional AESDirect Users.

Creating and M anaging Users - The Account Administrator, as the first User in AESDirect, is
responsible for creating Users, providing those Users a Password and managin g their access to
your AESDirect Account, by manually resetting passwords or disabling accounts, when
necessary. The Account Administrator may delegate this responsibility to a User M anager.

User Managers

A User M anager is an AESDirect expert. A User M anager serves as a point of contact for those
who wish to use a company’s AESDirect account. A User M anager can do everything an
Account Administrator can, such as create Users and manage their access. User M anagers cannot
act legally on behalf of the Account holder when contacting AESDirect or make any changes to
the Account Profile.

Any new or existing User in your AESDirect Account can be a User M anager. Your Account is
limited, however, to only two (2) User M anagers.
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Users

Users hold the most fundamental role in AESDirect. They are responsible for the day-to-day
filing of EEI. Users may also be limited to viewing historical filing data.
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AESDIRECT RULES

Username Rules

Each User in AESDirect should have their own Username. To clearly identify each User and to
provide equal access to all users, strict rules are in place for the creation of Usernames.

Unique - All AESDirect usernames must be unique across the AESDirect sy stem, even between
different companies. For example, Company ABC creates username ‘JohnDoe.” Company XYZ
cannot also create a ‘JohnDoe.” They may, however, create a version of this username, such as
‘JohnDoel23’ if available.

Complex — Usernames must be alpha-numeric and between 3 and 25 characters long
Usernames are Not Case Sensitive

One Life Only — Once a username is created, it is permanently assigned to the company that
created it, even if the user moves to a new company.

Password Rules

AESDirect Password Rules are strictly enforced, in this case, to maximize security. Common
words and phrases are not acceptable.

Complex — All passwords must be at least 12 characters long and contain characters from 3 of
the following 4 groups:

Lowercase letters

Uppercase letters

Numbers

Non-alphanumeric characters (!, $, #, % );

At least 6 of those characters may occur only once in the password

Unique — Passwords cannot contain any familiar words or sequential character strings. They
must also vary significantly each time they are reset.

e Passwords cannot contain any string that is also contained in the username
e Passwords cannot contain any dictionary words
e Passwords cannot contain any common strings such as
o A sequential series of letters (e.g. abcd)
o A sequential series of numbers (e.g. 1234) or pattern of numbers (e.g. 2468)
e Password must be unique for 4 years
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e Passwords must be unique within the last 24 passwords
Temporal - Passwords on standard User accounts will expire every 60 days. Each new Password
must meet the above parameters. You will be notified each time you login of the number of days

remainin g until your password expires.

Passwords cannot be changed more than once per day.

Session Rules

Every time you login to AESDirect, a timer is activated. This timer serves both as a session
regulator and an activity counter. To improve security, User Accounts may only be inactive for a
finite amount of time, whether for an individual session, or the accounts lifespan.

Account Inacti vity

® Accounts will be deactivated if they have not been accessed by any Users in 30 days.

e  Once deactivated, the Account Administrator will need to contact AESDirect Technical
Support to have the Account reactivated.

User Inactivity

Users will be deactivated if they have not logged in for more than 30 days.
E-mail warnings will be delivered to the User once a day after 25 days of inactivity. The E-
M ail will remind of the need to change their password and direct them to the appropriate
resources.

®  Once deactivated, the Account Administrator or User M anager will need to reactivate the
User

Session Timeout

Session Timeout Warning
Your AESDirect session has been idle for almost 15 minutes and

is about to tima out. To continue your AESDirect session, please
click the continue button below.

| Conlinue

e All AESDirect User sessions will time-out after 15 minutes of inactivity.
A pop-up will notify a User 5 minutes before time-out.

e Actions, such as opening a window or moving from one page to another, will reset the 30
minute timer
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® Once inactive for more than 15 minutes, the User will be forced to log in again. All data
that was not saved before the timeout will be lost

Concurrent Sessions

e Each Username can be used for up to five simultaneous sessions. That is, a user can login
to five different computers, or five different types of web browsers on one machine, at the

same time.
e The sixth session attempt will fail. The attempt will be logged.

Lockout
MNeed Help?

Username: rpedersen|

Password: sessssssssss
Mo user account found for the username and password entered

You can try 3 more timeis) before your user account is locked out

Please check that you have entered the correct username and
remember that passwords are case sensitive.

Contact your account administrator or a user manager if you need
assistance.

[ Continue |

Dlaase rernember that passwords are case sensitive, For users that have upgradad fo
the new account administration tools, 5 consecutive invalid login attempts will result
in your username being locked out,

e After 5 consecutive, invalid login attempts within 15 minutes the User will be locked out
¢ The locked out User can only be reactivated by the Account Administrator and only 15

minutes after the final failed login attempt
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THE MANA GE USERS FUNCTIONS

Account Administrators and Users M anagers have access to the Manage Users screen and will
see the link to those functions on the AESDirect interface.

To access the M anage User Functions...

Account Maintenance:
_Update Account Profile

Manage Uzaps

Under Account Maintenance, click ‘M anage Users’

Administrator Terms and Conditions

£ thie Account Administrator, 1hereby acknowledge the following roles, which govern the proper assignment
and management of AES0wect usernames and temporary passwords:

® Uniguely identify each wser requesting access to the AESDirect system;

® Yirify the idenbity of each user requesting access 1 the AESDIFect System;

® Serve as the Issuing Authority of the usemame and temporary password reguired to access the AESDIRect
system;

® Ensure that the username and temporary password required to access the AESDiect system is issued to
the intended party;

[ 1 have read and agree to the Administrator Terms and Conditions

[ Confinue

If this is the first time you are accessing these functions, you will be asked to confirm the
Administrator Terms and Conditions.

Check the box to acknowled ge you have read and understood the Administrator Terms and
Conditions.

Click ‘Continue.’
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AESDirect: Manage Users

Search Users: Seanth By Usemame v | [Searh | Mew Al Manaiers Add User

You will be brought to the AES Direct: Manage Users screen. From the AES Direct: Manage
Users screen, you may add new Users as well as search for and modify existing Users.

jers || Add User |

Click ‘Add User’ to create anew User. Creating a User is as straight forward as filling in their
information, choosing their permissions and then delivering their Username and Password.

|§Search By Username v |[ Search |

Search By Username
Search By E-Mail Address

Search By First Mame
Search By Last Mame

Account Administrators can search for existing Users by one of these criteria:

Username

E-M ail Address
First Name
Last Name

Enter at least the first character of the search term and click ‘Search’ to return a list of matches.
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AESDirect: Manage Users
Soarch Users: 5 Soarch By Usamama @) [(Saarch Lot A Managers )
Quiz App Mgr Admin First Name Last Nome E-Mall Address Explration
testons EdE | Dissble | Baset Password ¥ ¥ ¥  luba tptcom 12/14/2008
testODE  Reactivate | view Log DISABLED Impl.com 5
testoor Eeactivate | kiew Log DISABLED bast I com
test100 Eeactivate | ew Log DISABLED ah L com
test1DDl Eesctivate | Mew Log DISABLED LU 1 pom
testlnie  Eescvate | Miew Log DISABLED Iuba Lgpd.com
testiDnd  Resctvate | Miew Log DISABLED Iuba Il com
testi0i4  Resctvate | view Log DISABLED Iy lploom
testinls  Eesctvate | View Log DISABLED Iuba libl.com
testiDhs  Eeschvate | View Log DISABLED Iuba Dbkl com.
testi0D?  Resctvate | View Log DISABLED " L gnm
testi01 Eesctivate | Mew Log DISABLED bast Ll eom
test1D10  Eeschivate | Miew Log DISABLED luba [F e
testi0ll  Resctivate | View Log DISABLED Iuu sy L0
test1012  Beachivate | Yiew Log DISABLED I IBl.cean
test1013  Beactivate | Yiew Log DISABLED luba te@te.com
test10Z  Beactivate | Yiew Log DISABLED I®l.cem
test10®  Bmactivate | Yiew Log DISABLED I®l.cem
test104  Beactivate | View Log DISABLED |®l.cem
test201  Bmactivate | Vigw Log DISABLED uba sy B, cam
8 gEstanizic besctisste tiisw i Faene Er el acdmnsa AR com . ¥

Easily identify the current status of a User, including their permissions or if they have been
Disabled or Locked Out.

Sort the list of Users by clicking a highlighted column name, such as Username, First Name,
Last Name and E-Mail Address.

AESDirect Account Administration User Guide
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HOW TO...

This section will help guide you through the step-by-step process of completing each
administrative task in AESDirect.

Create a New User

Users are the backbone of the AESDirect filing experience. Anyone who accesses AESDirect is
a User. Users access the system with a Username and a Password to perform the tasks to which

they are assigned. Usernames must be 3-25 characters in length. Passwords for Users expire
every 60 days.

To create a New User...

1) Login to AESDirect

2) Under Account Maintenance, Click 'M anage Users'

AESDirect: Manage Users
[siew 211 Managers |
Search Users: Search By Lisamname - m

3) The AESDirect: Manage Users screen will open
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4) Click the 'Add User' button

AESDirect: Add User

Username: jsmih1 98
First Name: Jon
Last Name: Smith

E-Mail Address: [jsmith 198kgmail com

Require the Certfication Quie?
s Y85 - Ragquire this user to pass the AESDIect cartification quz befare accessing the AESDIect
I8 recomendead for use will hawe Tull access ta the application.
is user can accass the AESDine
auiz,

plicabon immedately without passng the AESDRect

s user may:
EEI% [This ncludes editng, resubmittng, and cancaling EELs)
y View EEls

Additional User Rlghts:
This user £2n access the user management tools to creste, moddy, disable, and re-enable users
d

[Mar’
[(ancel and return to user fist Save User |

The AES Direct: Add User screen will open
5) Enter a Username

The Username must be unique to AESDirect. If the Username already exists, you will be notified
and given a chance to choose another Username.

6) Enter the User's First Name

7) Enter the User’s Last Name

8) Enter the User's E-M ail Address

9) Under Require the Certification Quiz?

a) Choose ‘Yes’ if you want to require the User to take and pass the AESDirect Certification
Quiz before accessing the AESDirect application. This is highly recommended.

b) Choose ‘No’ if you do NOT want to require the user to take and pass the AESDirect

Certification Quiz before accessing the AESDirect application.

10) Under Within the AES Direct application this user may:
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a) Choose ‘File EEI’ which will give them permission to Create, File and Edit EEI
b) ‘Only View EEI’ which will give the User Read Only access to EEI created by others

11) Under Additional User Rights:

Additional User Rights:

This user can access the user management tools to create, modify, disable, and re-enable users
(Magr)

a) Click the (M gr) checkbox to give the User access to User M anagement tools. This will
make the User a User M anager, with the ability to create, modify, disable, and re-enable
Users

Note: Each AESDirect account is only allowed two (2) User M anagers. If
this checkbox is grayed out, you have already selected two User M anagers.
Questions about the number of User M anagers you may create should be
directed to AESDirect Technical Support.

Save lUser

12) Click 'Save User'

AESDirect: User Created

User jsmith198 has been created, We have generated a temporary password for this user, The first time this user
logs in they will use this temporary password, and will then have to choose a new password.

Username: jsmith192
Temporary Passwrord: scour2isporty

You will be brought to the User Created screen. The Username will be displayed and a temporary

password assigned

13) Provide this information to the User by email or, preferably, telephone.

AESDirect Account Administration User Guide
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AES/)ie

Reduce Exporting Stress with AES

*HWARNING* *WARNING® * WARNING * *WARNING* * WARNING* *

This is a Census Bureau computer system. Census Bureau computer systems are
provided for the processing of official U.S. Government informabion only. Al data
contained within Census Bureau computer systems is owned by the Census
Bureau, and may be monitored, intercepted, recorded, read, copied, or captured in
any mannar and disclosed in any manner, by authonzed personnel. THERE 1S ND
RIGHT OF PRIVACY IM THIS SYSTEM. System personnel may disclose any potential
evidence of crime found on Census Bureau computer systems to appropriate
authorities. USE OF THIS SYSTEM BY ANY USER, AUTHORIZED OR UMAUTHORIZED,
CONSTITUTES CONSENT TO THIS MONITORING, INTERCEPTION, RECORDING,
READING, COPYING, CAPTURING, and DISCLOSURE OF COMPUTER ACTIVITY. Use of
this computar withaut sutharization or for unauthaorized purposes is 3 violabion of
federal law and punishable by fines or imprisonment (Public Law 99-474),

Your Password Has Expired

You need to change your password before you can log into AESDinect. Click
‘Change Password to change your password online, or 'Cancel’ to retum to the

AESDIrect homepage.
GhargePasavera

When the User first logs in to their account, they will be forced to chan ge their password

Change Password for User: rpedaersen
Password cannot contain any dictionary words and it must meet the
fallowing critenas:

€ Password must be 12 characters long

&f least 1 character must be alphabetical AND at least 1
character must be a digit OR a non-alphanumeric
character

€) Atleast 6 characters must occur only onee in a password

o Passwords cannot contain any string that is also
contained in the username

Passwords cannot contain any common strings such as a
sequential series of letters (abcd) or a sequential series
of numbers {1234) or pattern of numbers (2468}

Old Password: |oonuo.uu

New Password: |
Confirm Mew Password:

Continue Cancel ]

Users must enter the provided password in the ‘Old Password’ field.

All passwords must be at least 12 characters long and contain characters from 3 of these 4 groups:

Lowercase Letters

Uppercase Letters
Numbers

Special Characters: ! # $ %

AESDirect Account Administration User Guide
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At least 6 of those characters may occur only once in the password

Please reference the Password Rules of this document for all password parameters.

Change Password for User: rpedersen
Password cannot contain any dictionary words and it must meet the
following criterias:

@ Password must be 12 characters long

At least 1 character must be alphabetical AND at least 1
character must be a digit OR a non=alphanumeric
character

o At least 6 characters must occur only once in a password

9 Passwords cannot contain any string that is also
contained in the username

Passwords cannot contain any common strings such as a
e sequential series of letters (abed) or 3 sequential series
of numbers (1234) or pattern of numbers (2468)

Qld Passward: sesasnsesnce

Mew Password: sesnsnsssnes °

Confirm New Password:

[ Continue [ Cancel

AESDirect will validate the password as the User creates it.

Updating Password...
Success: vYour password has been updated.

Once the Users has successfully updated their password, that User will have access to the
AESDirect functions you have granted to them.
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Create a User Manager

The role of a User M anager is very similar to that of the Account Administrator.
A User M anager can serve as a point of contact for Users, and help:

e Establish new AESDirect Users
® Make changes to existing Users
e Reset passwords or reactivate disabled Users

A User M anager is an AESDirect expert.

The only thing a User M anager may not do is act legally on behalf of the Account holder when
contacting AESDirect. For instance, only an Account Administrator may contact AESDirect to
reactivate a locked out Account.

A User M anager can be a new or existing User. Your Company Account is limited, however, to
only two (2) User M anagers. Both the Account Administrator and a User M anager can create a
User M anager.

To create a User M anager...

1) Login to AESDirect

2) Under Account Maintenance, Click 'M anage Users'

AESDirect; Mamage Uisers

Search Users: Search By Usamame | (Seareh ] [_view &l Managers | [Add User

The AES Direct: Manage Users screen will open

AESDirect Account Administration User Guide 16



3) Either follow the instructions to Create a New User and give that User M anager Permission or

search for an existing User

AESDirect: Manage Users

Search Users: jsm | search

a) Enter at least one character of a search string

:HESearch By Username v |[ Search |
Search By Username

Search By First Mame
Search By Last Mame

b) Choose how you will 'Search by ...

Username

E-M ail Address
First Name
Last Name

¢) Click 'Search'

A list of matches will be returned

AESOIrect: Manage Users

Search Users: jsm Saarch By Usemama ~| (E=arn (Cview Al Managers | [Add user |
Lsgmame Quiz App Mgr Admin First Name LastName E-Mall Address Explration

Ismith 196 Edit | Disable | Faser Passward Y Jon Smith smith 1 9B@amal.om - 12/10/2008
ismithe3  Edit | Disable | Raset Password b John Smith ith g EXPIRED

ismith939 Edit | Dizable | Feset Password ¥ Y John Smith smith¥9@vabgo.com  0%/17/z008

4) Click "Edit' next to the Username y ou would like to M odify

AESDirect Account Administration User Guide
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The AES Direct: Edit User screen will open
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5) Click the (M gr) checkbox

Note: Each AESDirect account is only allowed two (2) User M anagers. If
this checkbox is grayed out, you have already selected two User M anagers.
Questions about the number of User M anagers you may create should be
directed to AESDirect Technical Support.

6) Click 'Save User'

Quiz App Magr |
war Y h . ¢
war Y h g
wvord Y

The screen will refresh. Next to the Username a ‘Y’ should appear in the Mgr column. The User
is now a User M anager.
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Administrator Terms and Conditions

&5 thi Account Administrator, 1hereby acknowledge the following roles, which govern the proper assignment
and management of AESOwec? usernames and temporary passwords:

® Uniguely identify each user requesting access to the AESDirect system;

* Yerify the IOE‘TD[T’_Of @ach LSEr rRQUESTING JcCRss to the AESDIreCt System; .

* Serve as the Issuing Authority of the usemame and temporary password reguired to access the AESDIrect
system;

® Ensure that the username and temporary password required to access the AESDiect system is issued to
the mtended party;

[ 1 have read and agree to the Administrator Terms and Conditions

When the new User M anager accesses the Account M aintenance functions the first time, they will

be asked to confirm the Terms and Conditions.

They must check the box to acknowled ge that they have read and understand the Administrator
Terms and Conditions, or they will not be able to access these functions.

AESDirect Account Administration User Guide
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Reset Passwords

All Users forget their passwords. As an Account Administrator or a User M anager, it is your
responsibility to reset these passwords. Resetting a Password is simple.

To reset a User's Password:

1) Login to AESDirect

2) Under Account Maintenance, click 'M anage Users'
The AES Direct: Manage Users screen will open

3) Search for the User

AESDirect: Manage Users

Search Users: jsm | search

a) Enter at least the first character of a search string

:HSSearl:h By Username i~/ [ search |
Search By Username

Search By E-Mail Address
Search By First Mame
Search By Last Mame

b) Choose how you will 'Search by ...

Username

E-M ail Address
First Name
Last Name

¢) Click 'Search'

AESDirect Account Administration User Guide
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Username Qu
jsmith198 Edit | Disable | Reset Password b
jsmith99  Edit | Disable | Reset Password

jsmith999 Edit | Disable | Reset Password b

A list of matches will be returned

4) Click Reset Password' next to the Username y ou would like to update

Are you sure you wank to reset the passwaord For this user?

| (o4 | [ Cancel ]

A box will open and ask you to confirm that you would like to reset the User's password

5) Click 'OK'

AESDirect; Passviord Reset for User

Password for user jsmith198 has beer reset. We have generated a temporsry password for this user, The nesxt
time this user logs in they will need to use this temparary password, and will then have to choose a new password,

Username; jsmith198
Temporary Password: pork12stew

Petum to user list

A new window will open. The password will be reset and a new temporary password displayed

6) Deliver this password directly to the User by email or, preferably, telephone.
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7) When the User attempts to login, they will be forced to change their password

AN B . )

Reduce Exporting Stress with AES
**WARNING* *WARNING* * WARNING* * WARNING * * WARNING* *

This is a Census Bureau computer system. Census Bureau computer systems are
provided for the processing of official U.S. Government information only. All data
contained within Census Bureau compister systems is owned by the Census
Bureau, and may be monitored, intercepted, recorded, read, copied, or captured in
any manner and disclosed in any manner, by autherized persennel. THERE 1S NO
RIGHT OF PRIVACY IM THIS SYSTEM. System personnel may disdose any potential
evidence of crime found on Census Bureau computer systems to appropriake
authorities. USE OF THIS SYSTEM BY ANY USER, AUTHORIZED OR UMAUTHORIZED,
CONSTITUTES CONSENT TO THIS MONITORING, INTERCEPTION, RECORDING,
READING, COPYING, CAPTURING, and DISCLOSURE OF COMPUTER ACTIVITY. Use of
this computer without authorization or for unauthorized purposes is 3 violation of
federal law and punishable by fines or imprisonment (Public Law 99-474).

*HWARNING* *WARNING® *WARNING * *WARNING* *WARNING* *

Your Password Has Expired

You need to change your password befiore you can log into AESDirect. Click
'Change Password” to change your password online, or 'Cancel to retum to the
AESDirect homepage.

“Change Password Cancel

Change Password for User: rpedaersen
Password cannot contain any dictionary words and it must meet the
following critenas:

€ Password must be 12 characters long

&f least 1 character must be alphabetical AND at least 1
character must be a digit OR a non-alphanumeric
character

€ At least 6 characters must occur only onee in a passwaord

Q Passwords cannot contain any string that is also
contained in the username

Passwords cannot contain any common strings such as 3
sequential serias of letters (abed) or a sequential series
of numbers (1234) or pattern of numbers (2468)

Old Password: |un..-nuo

New Password:
Confirm Mew Password:

Continue || Cancel ]

Users must enter the provided password in the ‘Old Password’ field.

All passwords must be at least 12 characters long and contain characters from 3 of these 4 groups:

Lowercase Letters
Uppercase Letters
Numbers

Special Characters: ! # $ %

At least 6 of those characters may occur only once in the password

AESDirect Account Administration User Guide
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Please reference the Password Rules section of this document for all password parameters.

Change Password for User: rpedersen
Password cannot contain any dictionary words and it must meet the
following criterias:

@ Password must be 12 characters long

At least 1 character must be alphabetical AND at least 1
character must be a digit OR a non-alphanumeric
character

0 At least 6 characters must occur only once in @ password

e Passwords cannot contain any string that is also
contained in the username
Passwords cannot contain any common strings such as a
sequential series of letters (abed) or 3 sequential series
of numbers (1234) or pattern of numbers (2468)

Old Password:

Mew Password:

Confirm New Password: [ 1@

[ Continue [ Cancel

AESDirect will validate the password as the User creates it.

Updating Password...
Success: Your password has been updated.

Once updated, the User will have access to your AESDirect Account.
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Disable a User

When a User is no longer responsible for filing EEI in AESDirect or leaves your company, y ou
should disable the User. Disabled Users are not removed from AESDirect permanently, nor are

their EEI. You may reactivate a disabled User at any time.
To disable a User Account

1) Login to AESDirect

2) Under Account Maintenance click 'M anage Users'
The AES Direct: Manage Users screen will open

3) Search for the User

AESDirect: Manage Users

Search Users: jsm | search

a) Enter at least one character of a search string

:HESearch By Username lV_.H Search ]

Search By Username
Search By E-Mail Address

Search By First Mame
Search By Last Mame

b) Choose how you will 'Search by...'

Username

E-M ail Address
First Name
Last Name

¢) Click 'Search'

AESDirect Account Administration User Guide
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Username
jsmith198 Edit | Disable | Res
jsmith99  Edit | Disable | Res

A list of matches will be returned.

4) Click Disable' next to the Username you would like disabled

P Are vou sure vou wank ko disable this user?

3

| a4 | ’ Cancel

A window will open and ask you to confirm

5) Click 'OK'

AESDireCt: Manage Users

User femith 198 Crzabiad

Search Users: jsmith19g Seaech By Usemams v [Searmh | | e All Managars || Add User
Username Quiz App Mar Admin  First Neme  LastName  E-Mail Address Expiration
Jemith10B  Baadivate | view Log DISABLED lan St smith190@amaileom -

DISABLED will appear where a User's permissions are normally indicated.

AESDirect Account Administration User Guide
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Reactivate a Disabled User

Users can be disabled for a number of reasons. If they have left the company, the Account
Administrator or User M anager should disable them. Also, if a User has been in-active for more
than 30 days, the User will be disabled. When a User is disabled, the User still exists in
AESDirect and they can be reactivated at any time.

To reactivate a disabled User

1) Login to AESDirect

2) Under Account Maintenance, click 'M anage Users'
The AES Direct: Manage Users screen will open

3) Search for the User

AESDirect: Manage Users

Search Users: |j5rn || Search

a) Enter at least one character of a search string

:HESearch By Username v [ Search ]

Search By Username

Search By E-Mail Address
Search By First Mame
Search By Last Mame

b) Choose how you will 'Search by...'

Username
E-Mail Address
First Name
Last Name

¢) Click 'Search’
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AESDirect: Manage Uisers

Search Users: [i5m Soarch By Username s Viaw Al Managers | [_Add User

Username Quiz App Mor Admin FirstNome LastNeme E-Mail Address Expiration
jsmith198 Reactivate | view Log DISABLED Jan Smith Emihldomai.com -

lamitha9  Edit | Dizable | Besat Passward L Johi Srith Emthdamail.comn EXFIRED
jsmith399 Edit | Dizable | Reset Password Y Y Jahn Smith IsmtheoPyahoo.com  09/17/Z008

A list of matches will be returned. DIS ABLED will appear where a Username's permissions are
indicated.

If you do not know why the account is disabled click ‘View Log’

RESDirect: Wiew Log for jsmith198

Retum to user list |
Date/Time 1P Address
0971172008 15:02:08. 530544 Admin Action: User jsmith198" creatad BY rmadersen
091172002 15:02:06.5578628 Adirun Adhan: User jameh108' sdded ta group Tutanal' BY rpedersen
09/11/2008 15:30:04.445%81 1921683253 Admin Acbion: Password Reset for User jsmith 193 BY rpedersen
03/11/2008 17:14:33.081535 192.168.32.,53 Admin Acion: User jemith198 Disabled BY rpedersen

View Log allows you to review the attempts the User or any other individual made to gain access
to the account.

Below is the list of messages you may see when you access the View Log screen:

Failed Login: Account Disabled

Failed Login: Account Locked Out

Failed Login: Password Mismatch

Reset Password: Answer Security Question Failed (Password Recover System)
System Message: User Account Now Locked Out

Admin Action: Password Reset for User

Admin Action: Locked Out User Unlocked

Admin Action: Disabled User Reactivated

Password Changed by User

Click 'Return to user list'
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Search Users: jsmith193 ||E

Username Q
jsmith 198 Reactivate | Wiew Log

4) Click 'Reactivate’'

(P Are you sure you wank ko reackivate this user?

[ ook | [ Cancel

A window will open and ask you to confirm

5) Click 'OK'

AESDrect: User Reactivated

User jsmithl98 has been reactivated. We have generated 2 temporary password for this user. The nest time this
user bogs in they will need to use this temporary password, and will then have to choose a new password.

Username: jsmith198
Temporary Password: bomeS1lzpat

PReturn to user lisk

A new window will open. The Username will be reactivated and a new temporary password will
be displayed

6) Deliver this password directly to the User by email or, preferably, telephone.
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7) When the User attempts to login, they will be forced to change their password

AN B . )

Reduce Exporting Stress with AES
**WARNING* *WARNING* * WARNING* * WARNING * * WARNING* *

This is a Census Bureau computer system. Census Bureau computer systems are
provided for the processing of official U.S. Government information only. All data
contained within Census Bureau compister systems is owned by the Census
Bureau, and may be monitored, intercepted, recorded, read, copied, or captured in
any manner and disclosed in any manner, by autherized persennel. THERE 1S NO
RIGHT OF PRIVACY IM THIS SYSTEM. System personnel may disdose any potential
evidence of crime found on Census Bureau computer systems to appropriake
authorities. USE OF THIS SYSTEM BY ANY USER, AUTHORIZED OR UMAUTHORIZED,
CONSTITUTES CONSENT TO THIS MONITORING, INTERCEPTION, RECORDING,
READING, COPYING, CAPTURING, and DISCLOSURE OF COMPUTER ACTIVITY. Use of
this computer without authorization or for unauthorized purposes is 3 violation of
federal law and punishable by fines or imprisonment (Public Law 99-474).

*HWARNING* *WARNING® *WARNING * *WARNING* *WARNING* *

Your Password Has Expired

You need to change your password befiore you can log into AESDirect. Click
'Change Password” to change your password online, or 'Cancel to retum to the
AESDirect homepage.

“Change Password Cancel

Change Password for User: rpedaersen
Password cannot contain any dictionary words and it must meet the
following critenas:

€ Password must be 12 characters long

&f least 1 character must be alphabetical AND at least 1
character must be a digit OR a non-alphanumeric
character

€ At least 6 characters must occur only onee in a passwaord

Q Passwords cannot contain any string that is also
contained in the username

Passwords cannot contain any common strings such as 3
sequential serias of letters (abed) or a sequential series
of numbers (1234) or pattern of numbers (2468)

Old Password: |un..-nuo

New Password:
Confirm Mew Password:

Continue || Cancel ]

Users must enter the provided password in the ‘Old Password’ field.

All passwords must be at least 12 characters long and contain characters from 3 of these 4 groups:

Lowercase Letters
Uppercase Letters
Numbers

Special Characters: ! # $ %

At least 6 of those characters may occur only once in the password
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Please reference the Password Rules of this document for all password parameters.

Change Password for User: rpedersen
Passward cannot contain any dictionary words and it must meat the
following eriterias:

@ Pazsword must be 12 charactars long
At least 1 character must be alphabetical AND at least 1
a character must be a digit OR a non-alphanumeric
character
0 At least 6 characters must occur only once in a password
e Passwords cannot contain any string that is also
contained in the usermnmame
Passwords cannot contain any common strings such as a

0 cequential series of letters (abed) or 3 sequential series
of numbers (1234) or pattern of numbers (2468)

Old Password: assnsssssnsn

Mew Password: sesnsnsnsane (-]

Confirm Mew Password:

[ Continue | Cancel

AESDirect will validate the password as the User creates it.

Updating Password...
Success: Your password has been updated.

Continug
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Reactivate a Locked Out User

Users who attempt to log in to AESDirect with their Username but make 5 consecutive invalid
attempts within 15 minutes will, as a security precaution, be locked out.

Meed Help?

Username: |rpedersen| |

Password: |ouou.u.u |

Mo user account found for the username and password entered
You can try 3 more time(s) before your user account is locked out

Please check that you have entered the correct username and
remember that passwords are case sensitive.

Contact your account administrator or a user manager if you need
assistance.

Continue

Please remember that passwords are case sehsitive, For users that have upgraded to
the new account administration tools, 5 consecutive invalid login atternpts will result
i your usernaime being locked out,

It is the responsibility of the Account Administrator or the User M anager to reactivate Locked
Out Users. Users can only be unlocked following a 15 minute 'time out.'

To reactivate a locked out User...

1) Login to AESDirect

2) Under Account Maintenance, click ‘M anage Users'
The AES Direct: Manage Users screen will open

3) Search for the User

AESDirect: Manage Users

Search Users: jsm | search

a) Enter at least one character of a search string
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:HESearch By Username v |[ Search |

Search By Username

Search By First Mame
Search By Last Mame

b) Choose how you will 'Search by...'

Username

E-M ail Address
First Name
Last Name

¢) Click 'Search'

AESDirect: Manage Users

Search Users: [ism Search By Usemame = (Eas) [ view all Managers | [_add User |

Username Quiz App Mor Admin First Name Last Name E-Mail Address Expiration
jsmith198 Beactivate | View Log LOCKED OUT Jan Smith iEmith 198 gmail .com

jsmithoe  Edit | Dis. Bt Password Tt Johr Smith Emith@amail oo EXPIRED
jsmith209 Edit | Disable | RBeset Pagsword A A John Smith Emiths@®yahoo.com 09/17/2008

A list of matches will be returned. Locked Out will appear where a Username's permissions are
indicated.

4) Click 'Reactivate’'

[y Are you sure you wank ko unlock this user?

| [a]4 | [ Cancel

A window will open and ask you to confirm
5) Click 'OK’

The AES Direct: Reactivating Locked Out User screen will open and display all recent attempts
to login. You will only be able to reactivate this User if it has been 15 minutes since the last failed
attempt.
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AESDiract: Reactivating Locked Out User

This uzar can ba uniadead at this time. Pleasa raview the log af failad Iogins below ta check for patentialy
smathonzed or unusual acoess before proceadng,

Recent Failed Logins for jsmith 198
Date [Time 1P Address
09/11/2008 1B:02:16 192.168.32.53

a

09/11/2008 18:02:25
/1172008 18:02:32
09/11/2008 18:02:39

]

]

Return to user ist | Reactivabe This User How

Recent Failed Logins lets you to review the number of attempts the User or any other individual
made to try to gain access to the account. If the number of attempts is significantly more than the
five that would result in a lockout, your AESDirect Account may be subject to a malicious attack.
If you suspect you are the victim of an attack, contact AESDirect Technical Support immediately .

6) Review the login attempts again to identify any abnormalities

7) If all seems right, click 'Reactivate This User Now'

(" Have you reviewed the Failed logins list?

| OF | ’ Cancel l

A window will open and ask you to confirm you have reviewed the failed Logins list

8) Click 'OK'

k) Are vou sure you want ko reactivate this user now?
4

| oK | ’ Cancel l

Another window will open and ask if you are sure you would like to reactivate the User.

9) Click ‘OK’
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AESDirect: User Unlocked

User jsmith198 has been uniocked. We have generated a temporary password for this user, The nest time this user
lngs in they will need to use this temporary password, and wil then have to chonse a new password,

Username: jsmith158
Temporary Password: croftl3supper

Retumn to user list

A new window will open. The password will be reset and a new temporary password displayed

10) Deliver this password directly to the User.

A . . &~ J

Reduce Exporting Stress with AES

*HWARNING* *WARNING® * WARNING * *WARNING* * WARNING* *

This is a Census Bureau computer system. Census Bureau computer systems are
provided for the processing of official U.S. Government informabion only. Al data
contained within Census Bureau computer systems is owned by the Census
Bureau, and may be monitored, intercepted, recorded, read, copied, or captured in
any manner and disclosed in any manner, by authonzed parsonnel. THERE 15 NO
RIGHT OF PRIVACY IM THIS SYSTEM. System personnel may disclose any potential
evidence of crime found on Census Bureau computer systems to appropriate
authorities. USE OF THIS SYSTEM BY ANY USER, AUTHORIZED OR UMAUTHORIZED,
CONSTITUTES CONSENT TO THIS MONITORING, INTERCEPTION, RECORDING,
READING, COPYING, CAPTURING, and DISCLOSURE OF COMPUTER ACTIVITY. Use of
this computar withaut sutharization or for unauthaorized purposes is 3 violabion of
federal law and punishable by fines or imprisonment (Public Law 99-474),

*CWARNING* * Wi

Your Password Has Expired

You need to change your password before you can log into AESDinect. Click
‘Change Password to change your password online, or 'Cancel’ to retum to the

AESDIrect homepage.
R

When the User next logs in to their account, they will be forced to chan ge their password
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Change Password for User: rpedarsen
Password cannot contain any dictionary words and it must meet the
following critenas:

€} Password must be 12 characters long

At least 1 character must be alphabetical AND at least 1
) character must be a digit OR a non-alphanumeric
character

€@ At least 6 characters must occur only once in a password

o Passwords cannot contain any string that is also
contained in the username

Passwords cannot contain any common strings such as a
e sequential series of letters (abcd) or a sequential series
of numbers (1234) or pattern of numbers (2468)

Old Password: |sesessencnes
New Password:

Confirm Mew Password:

[ Contne

Users must enter the provided password in the ‘Old Password’ field.

All passwords must be at least 12 characters long and contain characters from 3 of these 4 groups:

Lowercase Letters
Uppercase Letters
Numbers

Special Characters: ! # $ %

At least 6 of those characters may occur only once in the password

Please reference the Password Rules section of this document for all password parameters.

Change Passveord for User: rpedersen
Password cannot contain any dictionary words and it must meet the
following criterias:

@ Password must be 12 characters long

At least 1 character must be alphabetical AND at least 1
character must be a digit OR a non=alphanumeric
character

o At least 6 characters must occur only once in a password

e Passwords cannot contain any string that is also
contained in the username

Passwords cannot contain any common strings such as a
° sequential series of letters (abed) or 3 sequential series
of numbers (1234) or pattern of numbers (2468)

Qld Passward: sesasnsesnce

Mew Password: sesnsnsssnes 9

Confirm New Password:

[ Continue [ Cancel
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AESDirect will validate the password as the User creates it.

Updating Password...
Success: vour password has been updated.,

Once updated, the User will have access to your AESDirect Account.
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Change an Account Administrator
As with all Users, when the Account Administrator leaves, their account will need to be
disabled. Unlike Users or User M anagers, your company must take additional measures identify

anew Account Administrator in AESDirect, as they are the individual directly responsible for
AESDirect maintenance.

To Change an Account Administrator...

1) Login to AESDirect

2) Under Account Maintenance, click 'M anage Users'
The AES Direct: Manage Users screen will open

3) Search for the User

AESDirect: Manage Users

Search Users: |j5rn || Search

a) Enter at least one character of a search string

:HESearch By Username v [ Search ]

Search By Username

Search By E-Mail Address
Search By First Mame
Search By Last Mame

b) Choose how you will 'Search by..."

Username

E-M ail Address
First Name
Last Name

¢) Click 'Search'
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AESDirect: Manage Users

Search Users: [ma Search By Usemame wi| (Eearen ] view All Managers | ((Add Use
Username Quiz App Mor Admin Eirst Name Last Name E-Mail Address Expiratio
rpedersen  Edi | Disable | Reset Password ¥ ¥ ¥  FRobert Padersen  rpedersen@tradecate?000.com 09722200
rpedersanl EdE | Dissbla | Baset Passwoed ¥ ¥ Rab Test rob@dogsalitude nat EXPIRED

A list of matches will be returned.

4) Click ‘Edit’ next to the User you would like to make the Account Administrator

AESDiract: Edit User
Litilitie s Vigw Lag ; Transfer Account Admingstrator Role to Thes Lldar

Username rpedarszn

First Mame: Fobert

Last Name: Padarsen

E-Mail Address: rpsdarseniBiradagate2000.com

Allow this user to access:

[ T user can acoess the certification quizzes . Once they pass the certiicaton quiz they will be give access
* b the AESDirect application (Quiz)

[#] This usar can access AESDirect application (4op)

Within the AESDirect application this user may:
@ This user ¢3n File EE1 (This indudas editing, resubmitting, nd canceling EET)
) This user can only View EET

(Rtuen o sariee )

5) Click ‘Transfer Account Administrator Role to This User’

AESDirect: Transfer Account Admin

Please antar the contact datails far the new Account Administrator, When yau camplets this form you will no longer have
administrator rights ta your AESOirect sacount and any changes will have to made by the user you have nominated below.,

Username rpedersan

Flrst Name: Robert

Last Name: Pedersen

E-Mail Address: rpedersend@tradegate000.com

Phone Number: [301) 362-7790

Fax Number: (301) 962-7791

[cancel ] Tranfar Apcount Administration
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The AES Direct: Transfer Account Admin window will open.
6) Complete any profile information that may be missing. All fields must be completed.

7) Click ‘Transfer Account Administration’

[ Areyou sure you want to transfer administrabor rights For your AESDirect account bo this user?
2>~ Once transfered, you will no longer be able to administer your account. Click OK to continue.

Cancel I

You will be asked to confirm the change of Account Administrator a first time

8) Click ‘OK’

) Have you checked to make sure that you have selected the correct user account to transfer admin
3.2 rights to? Please check that the contact information you have entered For this user is correct. Click

0K ko continue,

You will be asked to confirm the change of Account Administrator a second time

9) Click ‘OK’

You will see Admin Transfer Successful if there are no problems. Account Administrator

privileges will transfer to the selected User. You will no longer be an Account Administrator.

10) Check on the Status of your changes.
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11) Under Account Maintenance, click ‘Update Account Profile’

Administrator

Name Robert Pedersen

Email rpedersen@tradegate2000.com
Phone {301) 562-7790

Fax {301) 562-7791

The new Account Administrator contact information should be listed.
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WHAT HAPPENS IF THE ACCOUNT ADMINISTRATOR LEAVES?

If the User designated as an Account Administrator leaves the company and does not nominate a
replacement Account Administrator before their password expires, there are manual steps you can
take to have a new Account Administrator nominated.

FAX the Technical Request Form to Fax # (301) 562-7795

The form is available here:
http://aesdirect.census.gov/support/AESDirect Technical AssistanceFaxForm.pdf

This request must come from an authorized company officer (President, CEO, etc.) and signed by
that company officer. The letter must specifically request that you wish to nominate a new
Account Administrator as the one on file is no longer employed by the company.

Include the following:

e Company Name

e Company ID Number (EIN, SSN, or DUNS)

e AESDirect Username. Either
o New Username you wish to be created; or
o Existing Username

¢ The new administrator information:

Name

Phone Number

Fax Number

E-Mail Address
o Mailing Address

e Signature & Title of the person requesting the chan ge

0O O O O

1) Once we have received your fax, we will contact the new Account Administrator and provide a
Username, if new, and a Password.

2) The New Account Administrator must login. They will be forced to reset their password
All passwords at least 12 characters long and contain characters from 3 of these 4 groups
Lowercase Letters

Uppercase Letters

Numbers
Special Characters: ! # $ %

Please reference the Password Rules section of this document for all password parameters.

4) Under Account M aintenance, click ‘Update Account Profile’ to verify your information is
correct.
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